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Introduction

For years, organizations have been
searching for an objective benchmark
to measure the security of potential
business partners and to distinguish the
quality of their own services. While
not perfect, ISO 17799 is emerging as
the standard of choice because it over-
comes many of the critical deficiencies
of SAS 70. Specifically, it provides a
comprehensive set of security-related
topics and an objective means of
measuring compliance.

The certification mechanisms pre-
scribed by the standard are largely un-
workable and will not make economic
sense for most organizations to pursue.
Nevertheless, if compliance rather than
certification is your goal, ISO 17799 will
serve as a sound secutity-baseline for
many organizations.

This brief paper is intended to give you
insight into ISO 17799 and how it
might be relevant to your organization.

What is 1SO
17799?

ISO 17799 was first published by the
International Organization for Stan-
dardization (ISO) in 2000. It is derived
from the 1999 version of an earlier
U.K. standard, called BS7799.

ISO 17799 is a comprehensive security
standard, focusing primarily on control

requitements. The standard contains
ten major sections. Each is described
briefly below.

Security Policy

A surprisingly weak section of the
standard, this section requires a written
security policy and an ongoing process
for its review and evaluation.

Otrganizational Security

The Organizational Security section

cover three main categories:

- Information security infrastruc-
ture

- Security of third party access

- Outsourcing

The Information Security Infrastruc-

ture category is itself broken into seven

sub sections.

Asset Classification and Control
Recognizing that not all information
assets are equal, the Asset Classifica-
tion and Control section of the stan-
dard addresses classification of assets
so that information assets receive an
appropriate level of protection. It also
addresses asset inventory and labeling.

Personnel Security

The behavior of people is an essential

element of any security environment.

The Personnel Security section deals

with many issues. The main headings

are:

- Security in job definition and re-
sourcing

- User training
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- Responding to security incidents
and malfunctions

Physical & Environmental Security
The Physical and Environmental Secu-
rity section addresses secure areas,
equipment security, and general con-
trols.

Communications and Operations

Management

The Communications and Operations

Management section includes the fol-

lowing topics:

- Operational procedures and re-
sponsibilities

- System planning and acceptance

- Protection against malicious soft-
ware

- Housekeeping (e.g., back ups and
logging)

- Network management

- Media handling

- Exchanges of information and
software with other organizations

Access Control

The Access Control section describes

control issues trelated to:

- Business requirements for access
control

- User access management

- User responsibilities

- Network access control

- Application access control

- Monitoring system access and use

- Mobile computing and telework-
ng
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System Development and Mainte-

nance

The System Development and Main-

tenance section describes control issues

related to:

- Security requirements of systems

- Security in application systems

- Cryptographic controls

- Security of file systems

- Security in development and sup-
port processes

Business Continuity Management
The Business Continuity Management
section identifies measures to mitigate
potential disruption of business activi-
ties and critical business processes
caused by major failures or disasters.

Compliance

The Compliance section places the

technical requirements of the standard

in the full legal, regulatory, and busi-

ness context. Specifics include:

- Compliance with legal require-
ments

- Reviews of security policy and
technical compliance

- System audit considerations

Context

Interestingly, the perspective of an ISO
17799 analysis is as a service provider
to a customer. That means that most
organizations will need to do a number
of pair-wise assessments. In large or-
ganizations that may have many busi-
ness partners or that utilize a large
number of ASPs, this pair-wise as-
sessment requitement becomes im-
practical. In addition, it makes formal
certification exceedingly expensive (see

below)

Compliance vs
Certification

For a standard that has so much to
offer, it is unfortunate that the compli-
ance portion is half-baked. It has two
critical flaws:

The first problem is the pair-wise as-
sessment  requirements  discussed
above. Each setvice-provider / cus-
tomer relationship must be thoroughly
reviewed. The only winners in that
model are consulting companies doing
the reviews. Economically and practi-
cally, that just won’t scale.

The second problem is less obvious
but more insidious because most or-
ganizations seeking certification aren’t
even aware of it. The standard draws a
distinction between the act of assessing
whether an IT infrastructure complies
with the standard and the act of for-
metly certifying compliance.

Only ISO approved companies can
certify compliance. While ISO makes
a separation of duties argument to
justify this restriction, that argument is
specious and self-serving. What actu-
ally drives this distinction is that ISO is
looking to create an ongoing revenue
stream from the certification process in
the same way it has from its ISO 9000
activities. That makes for nice bonuses
for the individuals who run ISO but
drives up the cost of certification and
restricts the pool of firms available to
petform such certification. Agreement
to pay fees to ISO becomes the litmus
test for potential certifiers, rather than
technical qualifications.
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Most organizations will gain substan-
tially all of the benefits from the proc-
ess of assessing their compliance and
making changes to address any defi-
ciencies. Except in unusual circum-
stances, the added cost of formal certi-
fication is simply not worth it.

1ISO 17799

ISO cutrently offers the best promise
of the long sought objective standard
for information security. It will help
many organizations realize that there is
more to security than simply installing
a firewall.

Even with its obvious deficiencies in
the area of certification, the process of
assessing compliance and working to
resolve control weaknesses will benefit
most organizations.

How to Get
Started

As a final note, clients regularly ask us
whether the ISO 17799 review is suffi-
cient by itself or whether it should be
combined with a traditional security
review. The answer to that question
vaties.

If the client is looking for a relatively
fast assessment of how it measures up
and doesn’t need a lot of advice on
how to temedy deficiencies that are
found, an ISO 17799 review is an ex-
cellent starting point. If the client
needs more help in figuring what to do
about its problems, the ISO 17799
review should be performed as an ex-
tension to a traditional secutity review.
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About SystemExperts Corporation

Founded in 1994, SystemExperts™ is the premier provider of network security consulting services. Our consultants are world-
renowned authorities who bring a unique combination of business expetience and technical expertise to every engagement. We
have built an unrivaled reputation by providing practical, effective solutions for securing our clients” enterprise computing infra-
structures. Through a full range of consulting services, based on our signature methodologies, we develop high level security ar-
chitectures and strategies, design and implement security solutions, perform hands-on assessments, and provide a wide vatiety of
both on-site and off-site setvices.

Our consultants are frequent speakers at technical conferences around the world. Our courses on penetration testing, wireless se-
curity, secure electronic commerce, intrusion detection, firewalls, VPNs, and N'T/Windows 2000 security at Usenix, SANs, Net-
world-Interop, CSI, and InternetWorld are among the most popular and highest rated because our consultants bring years of
practical experience to bear. In addition, our consultants have been technical advisors and on-air guests for CNN, Dateline NBC,
WatchIT, and CBS News Radio and we wrote the authoritative reference work on Windows® 2000, the Windows® 2000 Secu-
rity Handbook (Osborne McGraw-Hill).

We provide consulting services on both a fixed-price and time-and-materials basis. We are flexible and we can structure any proj-
ect so that it is just right for you. You will appreciate the difference of working with genuine experts who are committed to earn-

ing a long term partnership with you by over-delivering and providing unmatched personal attention.

Our consultants provide a wide range of services. Below is a sampling of areas in which we advise our clients.

Security Consulting

Our experts conduct network and host security analyses and a wide
variety of penetration tests. In addition, using our signature work-
shop-style methodology, our consultants will work with your team
to review the security of applications or systems in their full envi-
ronmental context. During these comprehensive reviews, we will
thoroughly explore the business as well as technical issues and we
will balance the cost, schedule, and operational constraints of each
technical alternative. Many of our clients include these reviews as
the jumping off point for planning and priotitizing their security
initiatives each year.

Security Blanket & Emergency Response

It is not a question of /f your organization will be the target of a
hacker, it is only a question of when. Preparation minimizes the im-
pact of an attack and ensures a rapid recovery. Our security experts
will work with you so you’ll be well prepared and if you are attacked
and web sites or critical business resources are compromised, we
have the experience and expertise to respond to the intrusion in a
pragmatic, professional manner. Our emergency response teams
quickly assess the situation, propetly preserve evidence for use by
law enforcement, lock out the attacker, and develop and help im-
plement a plan to quickly regain control of the I'T environment.

Intrusion Detection and Event Management

In security, it is axiomatic that what you can't prevent, you must
detect. We have helped dozens of companies (including several of
the largest companies in the world) develop comprehensive intru-
sion detection plans and implement them.

Technical Skills at the “Guru” Level

Sometimes getting the details right is all that counts. We help our
clients to resolve the toughest firewall, VPN, wireless, PKI, authenti-
cation, authorization, networking, and configuration problems in
NT/Windows 2000, Unix, and hetetogencous environments. In
addition we frequently perform code reviews of critical applications
and web sites.

Security Policy & Best Practices

Security starts with understanding the underlying business and regu-
latory requirements. Security policy is the means by which these re-
quirements are translated into operations directives and consistent
behaviors. We assist organizations in developing and updating poli-
cies and identifying where clients’ current security practices, policies,
or procedures differ from best industry practice.

Security Stolen/Lost Laptop Analysis

Many organizations expend considerable effort and resources to se-
cure their internal networks, key computing resources, and connec-
tions to the Internet. Few recognize that a significant amount of their
most proprietary information is traveling around the country on the
largely unsecured laptop computers of road wartiors and senior ex-
ecutives. SystemExperts' laptop analysis will help you to understand
the potential risk of a lost or stolen laptop and what measures you can
take to mitigate those exposures.

VPN and Wireless

Certain technologies like VPN and Wireless are becoming ubiquitous
and yet most organizations don’t know how to properly secure them.
We do - and we can help you.

To learn more about how SystemExperts can put its expertise to work for you, contact us today at +1 . 888 . 749 . 9800
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www.SystemExperts.com
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