
SystemExperts Corporation, Copyright 1997 – 2004, Brad C. Johnson 

 
 
TITLE: 
Network Security Profiles  
A Collection (hodgepodge) Of Stuff  Hackers Know About You 
 
Ovreview 

Reader’s Digest of the Tutorial 
Profiling 
Tools & Techniques 
Examples 

Intrusion Awareness 
Opportunities 
Statistics 
Examples 

Discovery Tools 
SARA (SATAN and SAINT Derivative) 
eEye Retina Scanner 
Typhon II 
Nmap 
Nessus  

Intrusion Detection 
Web Servers  
Web Applications  
Wireless Infrastructure  
Modems 

Exploitable Protocols & Services 
DNS (Domain Name Service) Functionality 
SNMP 
Web Server Exposures Issues 
802.11Wireless Issues 
Web Application and Protocol Exposures 

Web Protocol - Web Spoofing 
Understanding URL Deconstruction 
Web Application Security Initiative 
Modified (client-side) Pages 

Denial of Service 
Top 10 Things To Do 
End-matter 

Incident and Response Centers  
Intrusion Tools 
Security Tool Libraries 
Mailing Lists and related Courses and Sites 


